Abstract -Addressing the extremely high reliability is a critical problem of wireless control system in actual industrial applications. In this paper fully considering the characteristics of the wireless network transmission and industrial automation application, a grouping TDMA access approach based on multiple access points is proposed. The main idea is that: redundant multiple access points are applied in communication to improve the system reliability, multiple time synchronizations are made because of beacon frames of multiple access points to improve the accuracy, and ACK is replied by reliable access point to reduce retransmission and improve resource utilization. Finally, a corresponding access device is designed and implemented. Experiments show that it can meet the harsh requirements for the communication in control loops and demonstrates the effectiveness of the proposed approach.
I. INTRODUCTION
Industrial Wireless Sensor Network (IWSN) not only has the advantages of low cost, easy install and maintenance, but also can avoid the problems of factory equipment aging, cable pollution, and poor contract caused by cable moving. However, IWSNs are confronted of harsh requirements: (1) the network scale is large and can supports hundreds to thousands nodes; (2) the transmission speed is high, whose order is up to Mbit/s; (3) the reliability is required up to 99.99%; (4) the end to end latency is less than 10ms.
Based on the above requirements, the Time Division Multiple Access (TDMA) mechanism is exactly suitable for industrial wireless network. The reason is that: first, it is deterministic for performance requirements of the industrial wireless network; second, due to the environmental constraints of industrial applications, most of the existing network topology is relatively fixed and often hierarchical structure; finally, most of the data in actual industrial scene has cyclical characteristics.
However, because of the special nature of the wireless media-openness and electromagnetic interference in industrial environment, there is an element of out of control and uncertain in packet transmission, and even after multiple retransmissions, the requirement of end-to-end high reliability is still difficult to achieve, especially in factory automation applications.
There are many efforts in improving the reliability over wireless links which have characteristics of high error rates, while supporting a real time guarantee for industrial wireless networks. The most common approach used are forward error correction and automatic repeat request (ARQ) [1] . In [2] [3], master-slave based polling protocols are proposed, the authors use a different channel for retransmission. However, in [4] [5] , it is shown that there will be serious issues of unstability if the token frames are lost. A well known solution for industrial wireless automation is WirelessHart [6] [7] , which supports mesh networks and TDMA based scheduling. But it use IEEE 802.15.4 based low speed transceiver. To guarantee a CER in the range of 1ppm-1ppb, 3-9 retransmissions are required, and if the networks scale to 100 nodes, the end-to-end delay may be up to a few hundred ms and this is a little long for the communication that involves a closed loop control in factory automation. In [8] , the author introduces several novel techniques and MAC schemes that are both contention-based and contention-free based. These schemes achieve a reliable performance, but in practice, it may be difficult to determine some MAC parameters due to the changefully complex industrial field environment.
II. TOPOLOGY
The approach presented in this paper is based on a network with star topology which consisted of many STAs and one multi-AP device, as shown in Fig. 1 . Among them, STAs connect to sensors, brakes and actuators in actual industrial field which are responsible for collecting data and controlling the production process. The multi-AP access device is made of many APs and one gate-way, which is responsible for data exchange between field device and controller, that is, forwarding sensor data which is collected by sensor to the controller or forwarding control data from the controller to the actuator in the field device. 
III. TDMA APPROACH USING MULTIPLE APS
The communication between multi-AP access device and STAs is organized by TDMA beacon frame. TDMA is a set of periodically repeated time slots, and Fig.2 (a) shows an example with one single AP situation. Suppose the length of superframe is m, AP broadcasts beacon frame in the first slot, and after m slots, AP once again broadcasts beacon frame indicating the beginning of the next superframe. The beacon frame is a broadcast frame which is sent by AP, including network ID, timestamp and some information about network resource management.
Because of TDMA communication, strict time synchronization is required. The multi-AP access device is time source of the entire network. STAs finish time synchronization using beacon frame which is broadcasted by multi-AP device.
A. Grouping
Suppose there are n APs within multi-AP device and is divided into k groups, where, k is a natural number and 1≤ k ≤ n, the principle of dividing into groups is:
1) The overlapping transmission range of APs within one group should be as minimum as possible.
2) The union transmission range of APs within one group can cover the entire network.
APs within any Group Bi are marked as Bi = {APi1, APi2, … APij}, Where, j is calculated as:
if n % k equals to 0, then j = n/k;
B. Broadcasting beacon frames
The TDMA communication procedure for a grouped AP includes the following steps:
1) According to the number of APs within any Group Bi (1≤i≤k）, the superframe at length m (m>>n)is divided into k sub-superframe, wherein the i-th sub-superframe is corresponding to Group Bi (1≤i≤k).
2) During the i-th sub-superframe which is corresponding to Group Bi (1≤i≤k), slots are reserved from the beginning of the i-th sub-superframe for broadcasting beacon frames, and the number for reserved slots is equal to j-the number of APs within Group Bi.（1≤i≤k）.
3) Suppose ASN is the current absolute slot number which starts counting from 1. For any APij within Bi（1≤i≤ k）, if the equation (1) 
C. An Example
With reference to Fig. 2(b) , the process of broadcasting beacon frames in group for multi-AP access device is specifically described as below:
Suppose there are 6 APs in multi-AP access device, that is n = 6, represented as AP11, AP12, AP13, AP21, AP22 and AP23, they are divided into 2 groups, that is k = 2, the result is B1 = {AP11, AP12, AP13}, B2 = {AP21, AP22, AP23}, Group B1 and GroupB2 both contains 3 APs.
Suppose the length of the super frame is 16, that is m = 16, and the super frame is divided into two sub-superframes which are corresponding to Group B1 and B2 respectively. 3 slots are pre-allocated at the beginning of each sub super frames which are used to broadcast beacons within Group B1 and Group B2 respectively. For ASN = 2, once i = 1, j = 2, the equation (1) is true, that is AP12 will broadcasts beacon frame in this slot. How the other APs broadcast beacon frames is similar, and the finally situation is shown as Fig.2 (b) .
D. Reliable ACK
All APs share a common address and operate in parallel. The specific mechanism is that when a STA sends a data packet, multiple APs may receive it simultaneously and forward it to UDP communication module using UDP protocol. At this moment, there may be duplicate packets and UDP communication module calls packet filter module to filter them out.
The method of replying ACK for multi-AP device to STA is as follows:
1) If there is only one AP received data packet from STA, then it is this AP that directly replies ACK to STA.
2) If there are multiple APs received data packet from STA, then there is one AP replies ACK according to packet reception success rate and receive signal strength indication RSSI. The principles include:
When multiple APs receives data packet from STA, the network manager module searches communication link quality mapping table for the one that has the largest value in reception success rate, it's up to this AP to send ACK in appropriate slot.
As to the situation that some APs have the same value in reception success rate, then search further for the one that has the largest value in RSSI, it's up to this AP to send ACK in appropriate slot.
If there are still some APs that has the same value in both reception success rate and RSSI, among them, randomly choose one to reply ACK.
The communication link quality mapping table mentioned is such a table that maps each STA in the network to all APs on communication link quality between them, including packet reception success rate and RSSI, and updates with communication transaction.
IV. IMPLEMENTATION
The Based on the approach described above, a multi-AP access device is designed and implemented. Fig. 3(a) shows the physical picture and Fig. 3(b) shows its software architecture. The multi-AP access device is based on Soekris board with an AMD 433MHz Geode processor. The RF hardware is a TL-WN550G PCI based WLAN card which supports 802.11 a/b/g, data rates of up to 54Mbps. The operating system is Linux Debian Lenny and the driver is Ath5k.
There are five software modules: the TDMA module, the User Datagram Protocol communication module, the package filter module, the buffer management module and the network manager module. The TDMA module contains the time source of the entire system and it is responsible for organizing communication based on TDMA super frame. The User Datagram Protocol communication module uses UDP communication protocol to forward data packets from multiple APs. The package filter module is used to filter duplicate packets that are generated by multiple APs with the same sequence number. The buffer management module is used to managing access to the buffer zone. The network manager module, which is the core of the whole system, is responsible for the management and maintenance of the entire network, including the ACK reply sub-module.
Finally we have applied our devices to the online detection platform for the plainness of ceramic tile, as shown in Fig. 4 , which is running well and demonstrates the effectiveness of our proposed approach. Some experimental data are collected to verify the functionality of our approach. Two scenarios are set up, one is with single AP, and the other is with multiple APs (Here the number of APs is 3). And the network performance of End-toend delay, time synchronization precision and packet loss rate are compared and analyzed.
A. End-to-end delay
As shown in Fig. 5 , the end-to-end delay of Single AP and Multiple APs are nearly the same, which both gradually tend to be flat over time. The finally value approximately closes to 5ms which can cater to the platform (as shown in Fig.4 ) with 10ms deadlines. 
B. Time synchronization precision
As shown in Fig. 6 , the time synchronization precision of Multiple APs is better than that of the Single AP. With multiple APs, a STA may receive not only one beacon frame during a super frame cycle and time synchronization can be made more than once, so it improves the accuracy. 
B. Packet loss rate
As shown in Fig.7 , the packet loss rate of Multiple APs is rather lower than that of the single AP. When a STA is transmitting data, even if some certain APs fail to receive data due to the electromagnetic interference or shielding, as long as one AP receives it, the transaction of this transmission is successful. In addition, reliable ACK mechanism can avoid conflict and decrease retransmission between APs. As a result, these reduce the packet loss rate and improve the reliability of the system. In this paper, the TDMA access approach based on multiple access points is proposed and the Multi-AP access device is designed and implemented. Finally, it is tested and evaluated on an online detection platform. Experimental results show that our proposed approach can improve the accuracy of time synchronization and reduce packet loss rate effectively while guaranteeing a low latency.
